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13-1BRIGHTSTOR ARCSERVE BACKUP FOR

WINDOWS

If you have any questions about your tape backups or the BrightStor ARCserve Backup
software, please call the Gunter Contracting Systems/HIBB Help Desk at DSN 596-
3134/3245 Comm 334-416-3134/3245 and ask to speak to the System Engineers. Your
tape backups help insure the integrity of your data so it is critical that they function

properly.

13-2 MANAGING MEDIA
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13-2.1 Erasing Media

Use this option to erase all data from media. ARCserve also erases all references to the
contents of this media from the database. There are three options from which you can
choose: Quick Erase, Quick Erase Plus; and Long Erase.

Quick Erase — Runs faster than the other options, because it only overwrites the current
media label. The data is still on the media, but can’t be accessed through normal means
without the media label. This is the usual option you will use if you plan to re-use the
media, but you don’t want to wait for one of the longer options to run.

Quick Erase Plus — Like Quick Erase, this option erases the current media label.
However, it also erases the serial number from the media. It only runs a few seconds
longer than the Quick Erase option.

Long Erase — Completely removes all data from the media. It takes much longer than
the other options, but the media is considered blank, as if it were just formatted. If you
want to make sure that the data on the media is gone completely for security reasons, use
this method.

1. Log on as the local administrator.

2. Open BrightStor Manager by clicking Start > Programs > CA > BrightStor >

ARCserve Backup > Manager.

ightStor ARCserve Backup - [Home]
ﬁ File Quick Start  Corfiguration \Wwizard: il Wiew Window Help

Job Status
Default Server and Security Quick Start .
’1 Backup
Domain: ARMADA j] JI'IDwa he iobs amd chock the |
P Allovs you to moniter the jobs and check the logs.
\2 Restore Default Server: ARMADA
o ‘ Ty Tt ’q Backup Manager
Media Pool Configure and submit backup jobs.
Click here to change the server
@ Device . | Restore Manager
g - | Perform complete data recovery.
- H B .
Database % ;DEI| Backup Status Report @ Media Pool
[ Create madia pools for your media backup.
Report :
= @ Device Manager
Server MNews and Support | "“ Manage your storage devices.
Admin
"t | BrightStor ARCserve Backup on the Wab Database Manager
£2D| WANSync Find out about this premier data protection < Helps you to manage th tabase records.
i solution.
Report Manager
g e
Technical Support Get reports based on the datab
- | Visit SuppertConnect page on CA's web site to )
Canfiguration i get help vith your problems. % Server Admin
Allows you to manage the engines.
S = WANSync
Utilities &= WANSync Manager.
Most Recently Used “ | Certified Device List @ Ale_r_t Manager )
i | List of devices supportad by BrightStor Notifies you about events during backup.
o _.: ARCserve Backup. n
[ [ |Default Server: ARMADA [ [7:55 AM v

3. Select the Device Manager link from the BrightStor ARCserve Homepage.
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4. Navigate to your tape drive or autoloader.

rightStor ARCserve Backup - [Device:1] i =] |

Eile ©Quick Stark  Corfiguration  Wigards  Ukiities  Wiew Device Window Help _|E|ﬂ

(B (58 (g ¥ Job Tape DE % % e b % == o
BOOND A58 % @ WA B O E &
a Groups FS Groups  Scan Devices Farmat Erase Retens. .. ZomBr, .. Eject

Quick Start = @ Devices runent Filter [Default): Do not show empty slots

o [y <0 atapi @ <slor: 1= TUESDAY Elsony sox-1100

_ﬂ] lob Status By T55Tcorp CORWDVD TS-H492C B, colct: 2 TUESDAY
“ Backup E‘h <l peresas B <slot: 3> WEDNESDAY
B DELL PERC 5i B <slot; 43 THURSDAY
.g?q R --EB DELL PERC Sfi
LoeE RAID DummyDevice
Q Media Pool = <2> mraid3se
LE55) DELL PY22XS
@ Device &3 RAID DummyDevice

\..E5% PERC LD 0 PERCRAID

G
Dalabase - <33 adpuszo

S— [l sony LIs-Da1
& — [fey <4 adpuszo
s )
% Aedrw‘l’i‘:lr - [Bm 5> imagedry
beaaa [l <6 UsE -
€7D WANSync i Configure Groups... Details
= Sequence No. 1
- e e
- Media Pool DAILY
o I"V‘?W/Uﬁ:“"'e Serial No. 1000000
* Slot: "o
0
Most Recently Used ]‘UU”UD'SWUUHt Media Characteristics
agazine... @
- L d Medium Type AIT LI
[ [ [DeFgult Server:ARMADA [ 204 am v
..
[ ]
5. Select the tape to be erased from the top right-pane.
L]
L]

6. Right-click the tape name and choose Erase from the quick menu, or select Erase
from the bottom right pane.

x|

kedia I Sv::hedulel

Slot | Group Mame | tedia Mame | Seq. | 10 | Serial Mo, | hedia ...
ﬁ 1 GROUPO TUESDAY 1 DEES 10000068 Save Set
E 2 GROUPO TUESDAY 1 2EM 1000002 Save Set
E 3 GROUPO WEDMESDAY 1 2994 1000005 Save Set
E 4 GROUPO THURSDAY 1 TEZ2B 1000001 Save Set
E 5] GROUPO bAOM DAY 1 DCav7 1000009 Save Set
E [ GROURPO FRIDAY 1 DYaF 1000000 Save Set

| | >
| Select... I Unzelect All I

" Quick Eraze - only destroy media label

= Quick Eraze Plus - destroy label and zenal #

" Long Erase - destroy all data
£ Quick Erase and corvert bo SO media

Ok, I Cancel Help
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7. Select the Erase method you want to use. Select multiple tapes by holding down

the Ctrl key, or select all tapes by clicking Select, then Select All Slots, then OK.

8. Click OK.

BrightStor ARCserve Backup x|

@ Erasing will erase ALL of your data from the media, Do wou want to erase the media?

Cancel |

9. System will warn you that erasing will erase ALL of your data from the media.
Click OK.

BrightStor ARCserve x|
Ll
\!}) Device <7 = Erase complete!

10. When the system prompts you that the erase is complete, click OK.

11. The new tape names will be Blank Media

13-2.2 Merging Media

The Merge Media utility allows you to merge information from BrightStor ARCserve
Backup media into the BrightStor database. This utility is especially useful if the
database has become corrupted and BrightStor must be reloaded. Merging your media
into the database will allow ARCserve to track sessions for restore purposes.

1. Log on as the local administrator. Click Start > Programs > CA > BrightStor >

ARCserve Backup > Manager.
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CQuick Start  Configuration ‘Wizards Utilities  Wiew Window Help

x B &
- : o
III'I!]IIISISEW&B Backup

Configuration
Default Server and Security Quick Start .

= Domain: ARMADA Job Status
liiies Allovs you to monitor the jobs and check the logs.

Default Server: ARMADA
Recover DB
User Name: caroot - Backup Manager

Configure and submit backup jobs.

Click here to change the server
t' Restore Manager
\ = 4 perform complete data recovery.

Backup Status Report Media Pool
Compare Create madia pools for your media backup.
h | = ‘ I, Device Manager
5 and Support = Manage your storage devices.
Brl htStor ARCserve Backup on the Web Database Manager
Find cut about this premier data protection Helps you to manage the database records.

| =olution.

Report Manager
Get reports based on the database.

\ : | Technical Support
i | Visit SupportConnect page on CA's web site to
get help with your problems.

User Profile

Server Admin

Report Writer Allovs you to manags the engines.

Most Recently Used

3 Job Status

Morasion

eNevs
Link to the archived E-News page on CA's web
i site.

i | Certified Device List Alert Manager .
List of devices supported by ErightSter Notifies you about events during backup.
| ARCserve Backup. n

WANSync
WANSync Manager.

¥

[ [ |Default Server: ARMADA [ [2:02 Am v

2. From the Utilities menu on the BrightStor ARCserve Homepage, select Merge.

BrightStor ARCserve Backup - [Merge - Untitled:1] i =] 5]
File Quick Start Corfiguration ‘Wizards Utlities Wiew Merge ‘Window Help =1 |
s @
: i
ARMADA
A I LI 0 o o Start g Options  Filter View

e
Configuration S | Scheduls |

Wizards . Group |GF|DUPD Media |THUF|SDAY Session 1= [ |By e o j
Utilities IV 4l Sessions

Recover DB = m Groups Current Filter [Default): Do not show emp. - slots
M GROUPD %3] «Slok: 1= TUESDAY 5} <Slak; 73 THURSDAY
Merge =) <slok: 2> TUESDAY

<Slot: 3= WEDNESDAY

- Compare <Slok: 5= MONDAY
&

=) <3lot: 63 <Blank Media=

<Slot: 4> THURSDAY

g

Purge

User Profile anfigure Groups... v l Details ]
Report Writer onfigure File System Media Information
evice Groups...
Sequence No. 1
Most Recently Used e 1D 7828
f Write Protect
» Job Status = No
= Media Pool DAILY
» Device &t =
= i Ee Serial No. 1000001
¥ - S LI

[ [ |Default Server: ARMADA [ [2:04 AM v

3. Select the media you want to merge into the database from the top right pane and
click the Start icon.
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Submitiob 2 x|
—Job Details —Job Execution Time
Job Type > Burn Mow
herge
Fun Mow Job 7 Run O

Source Modes |11£1?£2|:||:|E| 'I
Group Mame GROUPD | 5:05:12 AW ==

Media Mame THURSDAY
™| Submit am Held

SaveJob

Job Descriphion: Save Template |

Fretlight Chesk:

| (] I Cancel | Help |

4. On the Submit Job screen, leave the Run Now button selected to start the job
immediately. To schedule the job to run later, select the Run On button and enter
the date and time for execution.

13-2.3 Scanning Media

Scanning allows you to scan media information on your backup sessions. This utility can
be used to verify both your media and the information on it are readable by BrightStor
ARCserve.

1. Log on as the local administrator. Click Start > Programs > CA > BrightStor >

ARCserve Backup > Manager.
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BrightStor ARCserve Backup - [Home]
éﬁlle CQuick Start  Configuration ‘Wizards Utilities  Wiew Window Help

2 - u W 4
BrightS msew&BBHEKUD

Configuration
Wizards Default Server and Security Quick Start .

Utilities Domain: ARMADA Job Status . )
Allovs you to moniter the jobs and check the logs.

Default Server: ARMADA
Recover DB
- User Name: caroot Backup Manager
Configure and submit backup jobs.
Click here to change the server
t' Restore Manager
4 Perform complete data recovery.

Daily Backup Status Report Media Pool
Create madia pools for your media backup.

Dmu\r 3
rt ¥ ) Device Manager
\NEWS and Suppol | ‘ - Device Manager

Manage your storage devices.

ErightStor ARCzarve Backup on the Wab Database Manager

Find cut about this premier data protection Helps you to manage the database records.
solution.
Report Manager
Technical Support Get reports based on the database.
Visit SupportConnect page on CA's web site to
get help with your problems.

User Profile

Server Admin
Allows you to manags the angines.

Report Writer

Most Recently Used

3 Job Status

o Pasien

eNevs
Link to the archived E-News page on CA's web
site.

Certified Device List Alert Manager .
List of devices supported by ErightSter Notifies you about events during backup.
ARCserve Backup. n

WANSync
WANSync Manager.

¥

[ [ |Default Server: ARMADA [ [2:02 Am v

2. From the Utility menu on the BrightStor ARCserve Homepage, select Scan.

BrightStor ARCserve Backup - [Scan - Untitled:1] i =] |
File Quick Start Corfiguration ‘Wizards Utlities Wiew Scan Window Help =1 |

Job Tape OB @
IAHMADA j O O 0 Tt

Options  Filker View
u

Caonfiguration Source I Schedule |

Wizards Group [GROUPD Media [WEDNESDAY Session
¥ &l Sessions

1ﬁ r IB-"' Range to Session#

Recover DB = Fm Groups Current Filter [Default): Do not show emp., slots

.9 GROLFD <Slot: 13 TUESDAY 5 <slot; 73 THURSDAY
Merge <Slok: 2= TUESDAY
Scan ¢ 4 THURSDAY
<Slok: 5= MONDAY
Compare
=) «Slok: 63 «Blank Media >
Count
-

Copy - <Slot: 3> WEDNESDAY

Purge

User Profile Configure Groups... Y l Details ]

Device Groups...
Sequence No. 1
Most Recently Used 1D 2994
Write Protect
» Job Status = No
= Media Pool DAILY
» Device
- Serial No. 1000005
g E— id

[ |Default Server: ARMADA [ [2:07 aM v
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3. Select the media you want to scan from the top right pane and click the Start

icon.
Submitdob 2
—Job Detailz —Job Execution Time
Job Type > Run Mo
Scan r
Fun Mow Job Fin Ol
Source Nodes I-I-I"'I-I?“'IEEH:IEI jv
Group Name GROUFD [ 30748 4M =
Media Mame ‘WEDNESDAY
™| Submit an Hold
Save.Joh |
Jaob Descrphon: Save [ emplate |
! Freflight Check |
| ok I LCancel Help

4. On the Submit Job screen leave the Run Now button selected to start the job
immediately. To schedule the job to run later, select the Run On button and enter
the date and time for execution.

13-2.4 Using Media Pool Manager

A media pool is a collection of media managed as a unit. Each media pool is assigned a
name, and the media are organized according to serial numbers. The media pools are
divided into two sets, the Save Set and the Scratch Set.

The set of media containing important data that cannot be overwritten is called the Save
Set. If you try to format or erase media in a Save Set, you will receive a warning.

Once the media has passed certain criteria in a Media Pool (minimum number of media
in save set and retention period), they are moved to the Scratch Set. Each time a media
in the Scratch Set is used, it moves from the Scratch Set to the Save Set.

The retention period is the number of days in which a media has not been used before it is
moved into the Scratch Set. For example, if you specify a retention period of 14 days,
and the media has not been used for 14 days, it will be moved to the Scratch Set.
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The minimum number of media contained within a Save Set can be defined. This is the
number of media to be retained in the Save Set before the older media are recycled to the
Scratch Set. This is a safeguard for preventing data loss in case backups are not done for
extended periods of time. For example if you have a retention time set for two days, and
a backup is run on Friday, the tape will automatically move to the Scratch Set on
Monday. If a backup starts on Monday it will overwrite this tape, but if for some reason
the backup fails, you will no longer have a backup available. If you have the minimum
number of media set to one, the tape from Friday will not be overwritten because
BrightStor must keep at least one tape in the Save Set before it can overwrite the media.

Contracting Systems has developed a rotation scheme for the media pool used on the
database server (DAILY). It uses a six business day tape rotation. This rotation, along
with the two additional slots not being used, should help make sure backups complete
successfully, even on extended holiday weekends.

13-2.5 Modifying Media Pool Settings
1. Log on as the local administrator. Click Start > Programs > CA > BrightStor >

ARCserve Backup > Manager.
2. From the BrightStor ARCserve Homepage, select Media Pool.

5 BrightStor ARCserve Backup - [Home]

e Quick Start  Configuration Wizards Wiew Window Help

BrightStt serve:Backup

Default Server and Security Quick Start .

Job Status

’1 Backup

Domain: ARMADA _ﬂ] JI'IDwa he iobs amd chack the |
P Allove you to monitor the jobs and check the logs.
\2 Restore Default Server: ARMADA

di . User Name: caroot Backup Manager
Media Poo! Cenfigure and submit backup jobs.

Click here to change the server

@ Device Restore Manager
g - Perform complete data recovery.
- H B .
Database % ;DEI| Backup Status Report Media Pool
R Create madifmools for your media backup.
Report
Server News and Support | ?‘ devices.
Admin

Database Manager
Helps you to manage the

| ErightStor ARCzerve Bzckup on the Web
Find cut about this premier data protection
solution.

£ WANSync =base records.

@ 0P vyvelesus

@ Alert Report Manager
Technical Support Get reports based on the databa
- | Visit SupportConnect page on CA's web site to )
Configuration | get help with your problems. Server Admin
= Allovs you ko manage the engines.
:| eNevs
Utiliti ¢ | Link to the archived E-News page on CA's web WANSync
HES site. WANSync Manager.
Most Recently Used Certified Device List AlE.I'.t Manager )
;| List of devices supported by BrightStor Notifies you about events during backup.

¥

¥ ARCserve Backup.

N |

[ |Default Server: ARMADA [ [7:55 AM




Air Force Contracting E-Business Procedures
Current as of 1 March 2011

Chapter 13 —BrightStor ARCserve Administrator’s Guide

3. Click the + sign to the left of Media Pools to expand the installed Media Pools.

4. Select the Media Pool you want to manage.

ightStor ARCserve Backup - [Media Pook1]
Eile Quick Start  Configuration ‘Wizards  Utilities  Wiew Media ‘window Help

LB (20 (L H

aji] Job Status
’1 Backup
Q?q Restore
Media Pool
Device
Database

Report

Server
Admin

WANSync

Alert

Configuration

Utilities

Most Recently Used

¥

@iPygac®

=0l
==X

[#RMADA

Job Tape DE

Heee

-

e Delete IMave

Location

Assign - Remove

by

Refresh

H
View

dia Pools
[ BB DALY

Mame

DALY

| Retention Time (Days) | Activation Date

[ set Name

6

% Media Pools

-+

New Pool

ocation Maintenance

ble

[Default Server: ARMADA

CHEF

5. Right-click the Media Pool and select Properties.

ightStor ARCserve Backup - [Media Pool:1]

File Quick Start Corfiguration ‘Wizards Utilities Wiew Media Window Help

|AHMADA j @ @ @

R

Quick Start

@ Media Pool

Device

g Database
Report
% Server
Admin
¥T> WANSync
g Alert

Configuration

Utilities

Most Recently Used

¥

Properties

=1oix|
=181x|

Job Tape DB

= W

(= Delete

&

Mave

Lacation  Assian  Remove

ReFra;h

e
View

= @ Media Pools

o6 ENE

Delete Pool
Move Media

Refresh

Mame
B save ser
a Scratch Set

E‘} DAILY

5

Delete Pool

Move Media

Base Serial Number

1000000

Properties

Next Serial Number

1000000

Serial Number Range

100000

Min.# of Media in Save
Set

0

Retention Time (Days)

6

Prune Retension Time
(Days)

0

Activation Date

Set Name

-

[:i0am

10
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6. Make appropriate modifications, and click OK.

x
Pool Name [Dally
Baze Serial Murnber I'I Qo000
M ext Serial Murber I'I Qo000
Serial Mumber Bange |1 Qoaao
Min.#f of Media in Save Set | E—
Retention Time [days] I F_:l
Prune Retention Time [dayz] I U::II
ag LCancel | Help |

13-2.6 Moving Media within a Media Pool

1. Log on as the local administrator. Click Start > Programs > CA > BrightStor >
ARCserve Backup > Manager.

2. From the BrightStor ARCserve Homepage, select Media Pool.

Quick Start  Corfiguration Wizards Utlities  Wiew Window Help

_
BrightStc s serve®Backup
‘j] Job Status

Default Server and Security Quick Start -
’1 Backup
Domain: ARMADA : Jl?bsw e tobe and chack the |
p Allows you to monitor the jobs and check the logs.
‘2 Restore Default Server: ARMADA
di I User Name: caroot Backup Manager
Media Pool Configure and submit backup jobs.

Click here to change the server

@ Device

Database . By ipailv Backup Status Report

Restore Manager

Perform complete dats recovery.

Media Pool
Create media p r your media backup.
&,}, Report .
= Device Manager
Server News and Support | + ‘ Manage your storage devic
Admin

Database Manager

=% | BrightStor ARCserve Backup on the Web
: Halps you to manags the databass rec

) || Find cut about this premier data protection
| solution.

TP WANSync

@ Alert
Configuration
Utilities

Most Recently Used

¥

[ [ |Defaul: Server: ARMADA [ [7:58 AM

Report Manager
Technical Suppart Get reports based on the databaze.
Visit SupportConnect page on CA's web site to
get help with your problems. Server Admin

Allovs you to manage the engines.,

sleve
! Link to the archived E-News page on CA's web
site.

WANSync
WANSync Manager.

Alert Manager
Notifies you about events during backup.

@ (| R0 LI

Certifiad Device List
List of devices supported by BrightStor
i ARCserve Backup.

Nl |

3. Click the + sign to the left of Media Pool to expand the installed Media Pools.
4. Select the Media Pool you want to manage.

11
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BrightStor ARCserve Backup - [Media Pool1]

File ©Quick Start Configuration ‘Wizards Utlities Wiew Media Window Help
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_(ol x|
_1= x|

o N R X Job Tape DE
Y IAHMADA LI @ @ @ MNew Delete IMowe

£

Location  Assian Hemove

Refresh

oy

=5
Wiew

Quick Start EE-3 -

Mame

I Retention Time (Days) I Activation Dake

I Sek Mame

Poay

a
| 10b status 5P DALLY
Backup
Restore
Media Pool

Device

&

Database
E‘\_ Media Pools
Report 4

Server
Admin

ew Pool

WANSync

—} Location Maintenance

Alert

Configuration
Utilities

Most Recently Used

¥

@IRg@TELS

3 [53

[ [Default Server:ARMADA

EBECC

5. Right-click and select Move Media.

BrightStor ARCserve Backup - [Media Pool:1]

ile  Quick Start  Configuration Wizards Utlities Vew Media Window Help

g [m[ 3]
=181

=
b
=

{ Job Tape DE :“] 'm derl d L] "
|AF|MADA Ll @ @ @ @ -,IJ_ i Dm | >
2 = Delete Move Location  Assign Remove | Refresh Yiew
Quick Start = l@ Media Paols Marme |
j] JobiStatus E@ Delete Pool @ Save Set
aScratch Set
@ S Properties
ﬂz Restore Refresh
@ Media Pool
@ Device
g Database -
D pany I
Report 4
@ Server
Admin
Delete Pool
£ WANSync
Move Media Base Serial Number 1000000
@ Alert ; Next Serial Number 1000000
Properties -
Serial Number Range 100000
Configuration Min.# of Media in Save o
. Set
Retention Time (Days) |
Utilities Frune Retension Time —
E] (Days) °
Mozt B E— Activation Date
ost Recently Use Sot Name
¥

Move media between save set and scratch set

= |
[eiam

6. Select the media you want to move from the Save Set to the Scratch Set or vice

versa, and then click Move.

12



Air Force Contracting E-Business Procedures Chapter 13 —BrightStor ARCserve Administrator’s Guide
Current as of 1 March 2011

Media Operation x|

bedia Pool  DAILY

Save Sek Scratch Set;

Media Mame | Sernal Mo. - Media Mame | Seral Mo. -

THURSD&Y 1000001

WEDNESDAY 1000005

TUESDAY 1000008

TUESDAY 1000003

FMONDAY 1000009

THURSD&Y 1000056

| | » 1| | b
ok | Cancel | Help

13-3BACKING UP DATA

Contracting Systems has two standards used for backing up servers at the site. One
standard uses the automated capability of the Sony StorStation tape drive with a rotation
scheme. The other backup uses a standard five-day custom scheme.

Contracting Systems currently recommends doing full backups each night to a single
tape. This ensures there should not be any more than one day’s worth of lost data in the
event a system crashes prior to a backup. Separate backups should be accomplished on
both the Database Server and Adapter/ASF Server.

13-3.1 Backing up the Database Server

Contracting Systems has created a backup template that has all options pre-set for both
the Database Server and the Adapter/ASF Server. The Backup Manager is provided to
allow you to perform more customized backups using filters, options, and scheduling.

13-3.2 Using Contracting Systems Database Server Backup Template

Prior to accomplishing this section, the site will need to download the BrightStor
ARCserve Backup Database Server backup template from the Contracting Systems
website.

1. Log on as the local administrator.

2. Open BrightStor ARCserve Backup Manager by clicking Start > Programs >
CA > BrightStor > ARCserve Backup > Manager.

Click File on the menu bar.

4. Click Open from Template. Navigate to where you downloaded the Backup.ast
file, and double-click it to open.

13



Air Force Contracting E-Business Procedures
Current as of 1 March 2011

Chapter 13 —BrightStor ARCserve Administrator’s Guide

5. Click within the green outlined box next to Server (Your Server Name). The
box should fill in solid green.

Brightstor ARCserve Backup - [Backup - backup.ast:1] . =1 |
[&Z] File  Quick Start  Corfiguration  ‘Wizards  Utilities  Wiews Backup  Window  Help =] x|
LI s Job Tape DE i 3
[arwac 1535 2 | B 2 S
2 Start | Options  Filker | Imace.. | View
ick Start
Souee | Staging | Destination | Schedule |
j] Job Status O @5 NAS Servers Mame - [ Tvp= [ size [ Last Modified Date [ Creation Date
O 3= Mac OS5 & Systems B =DBackups (G Local Disk.
Backup - [l % NetWare Systems Bl =IBIMARIES (E:) Local Disk.
ot UNIfLinux Systems B SDDATA (D) Local Disk
Restore - 3 AS400 Systems M S20ATA (R Local Disk
L5 M Systems o =05 () Lacal Disk:

Media Pool 21 5 Windows 98/Me Systems

: L] System Staty
- Wl 5 Windaws Systerns B system State

Device { ARMADA )

o ¢ ANSyne Scenarios

Database

| |

ﬁ] My Computer [

Properties |

Additional Information

WANSync

APy E@IBELR

Alert

Configuration
Utilities

25 Security...

Filter...

=¥ Pre/Post Option. .. CPU Type Pentium
Most Recently Used Number of CPU's 4
-y, Configure Open File
..... ! Agent... Total Memory 4,289,339,392 =
¥ =1
[ |[Default Server: ARMADA S22 AM S

Click on the Schedule tab.

Input the execution time for the next backup. Contracting Systems recommends
11:55:00 pm. This gives ample time for dumps to complete, but keeps your site on
a Monday-Friday backup rotation.

Click the Start icon.

6.

1o x|
15|

BrightStor ARCserve Backup - [Backup - backup.ask:1]
@Eile Cuick Start  Configuration  Wizards  Ltilties  Wiew Backup  window  Help

0, R03 R a8 Job Tape OB #
[ ARMADA = o9 @ @ E o : o
-3 Start Options Filker IMnage. .. Wiew
{ll 10b status
j] Sourcel Slagmgl Destination  Schedule I
’1 Backup
€~ Custom Schedule = Use Rotation Scheme
\2 Restore
Scheme Mame |<5-day weekly full backup: j Save az.. | Bemowe |
@ Media Pool
Start date 1111742009 =
@ e ; [115500 PM = S 3
Execution Time |11:55.00 PM = ; Rotation Rules || Calendar Viewl Ekceptionsl Media I
s e Fety Missed Taigets =] fyenrte € fippend
Report At 57150 A :| D ay of Wesk fdedia MName I ethod fode Exec.Time | Staging
) - Sunday SUMDAY
Server N .
% ‘Admin Els B Monday MOMDAY Full Dverwr!te <Default:
8 Tuesdap TUESDAY Full Owenarite <Default>
€7 WANSync = Append Media wiednesday WEDMESDAY Full Overwite  <Default
X Thursday THURSDAY Full Ovenarite <Default>
@ Alert izt P Wei) Friday FRIDAY Full Overwite  <Defaults
. [paiLy = Saturday SATURDAY aif
Configuration
= Full Modify
M  Incremental
" Differential - Archive bit
» Job Status
» Device |—|_ Usze'WORM Media —|
¥ 4 | B

[ |Defaulk Server: ARMADA [

|2:24 am

4

a. On the Security and Agent Information window, click OK.
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security and Agent Information 7] x|
Pleaze edit ar canfirm the following security and agent infarmatian
for thiz job.
Ohject | I1zer Hame | Pazzwiord | Agent Caricel |

sl AFCIS-SPS

SecLity..

il

Aaent...

1] | b Help

b. On the Submit Job window, click OK.

Submitjob 2
—Job Detailz —Job Execution Time
Job Type r" B Hav
Backup & Run On

|ze Rotation Scheme

Execution time : 11/17/2009 |1'I.-"'I.'-".-"2EIEIE| vI
Source Nodes 2
|11:55:nn P =

ARMADA

Destination Node ™ Submit on Hold

Group Mame -
Media Mame = Source Prionty
Media Pool DAILY

Save.Joh

Jaob Descrphon: Save Template

Daily Databasze Server Backup Freflight Check

| ok I LCancel Help

13-3.3 Using Contracting Systems Adapter/ASF Backup Template

Prior to accomplishing this section, the site will need to download the BrightStor
ARCserve Backup Database Server backup template from the Contracting Systems
website.

1. Log on as the local administrator.
2. Open BrightStor ARCserve Backup Manager by clicking Start > Programs >
CA > BrightStor > ARCserve Backup > Manager.
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3. Click File on the menu bar.

4. Click Open From Template. Navigate to where you downloaded the
Backup.ast file, and double-click it to open.

Source | Destinatinnl Schedulel

----- Ol @5 MAS Servers

----- o %*L Mac O35 x Systems

----- o —3?5 Met'\Ware Sywskems

..... L0 5% UNI#Linuy Systems

----- L= As400 Systems

----- o ﬁi& YMS Svskemns

----- o —3# Windaws 351 Me Systems

= % WWindows MT/20000%P 2003 Svstems
Ol 0= cerver | SILVERADO )

5. Click within the green outlined box next to Server (Your Server Name). The
box should fill in solid green.

6. Click the Start icon.

Pleasze edit ar confirm the following securnity and agent information

o s ol %

Object |L|serName |F'assw-:ur-:| |.-“-‘-.gent Cancel
l=l AFCIS-SPS

Securiti..

Agent...

LR

4| | y Help

a. On the Security and Agent Information window, click OK.
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b. On the Submit Job window, enter the time you want the backup to start each
night (Contracting Systems recommends 11:55 PM). Click OK.

Submit Job
Job Dretails Job Execution Time
Job Type ) Fun Maw
Backup
Run Now Job © Run On
Source Nodes 24 142005 | v
DEPI---003R 404w R 8:00:00 P 2
Desztination Node P
Group Hame GROLUPO
tedia Mame *
Source Priority
Job Description:; Save.Job
[ 0k, l [ Cancel l [ Help ]

13-4 RESTORING DATA

BrightStor ARCserve Backup allows you to restore the server in two ways. You can use
the wizard to quickly step you through the restore process. This process uses default
settings for certain options. You can use the manual option to customize the restore
process for your site.

13-4.1 Restoring data using the Restore Manager

ARCserve backup allows you to restore data to most machines attached to your network.
Each restore job requires a source and destination. The files selected as your source must
originate from an ARCserve Backup media, and the destination must be a hard drive.
The restore manager screen contains three tabs to customize your restore job: Source,
Destination, Schedule.

1. Log on as the local administrator. Click Start > Programs > CA > BrightStor >
ARCserve Backup > Manager.

2. Select Restore Manager from the BrightStor ARCserve Homepage.

17



Air Force Contracting E-Business Procedures
Current as of 1 March 2011

Chapter 13 —BrightStor ARCserve Administrator’s Guide

ightStor ARCserve Backup - [Home]
ﬁ File Quick Start  Corfiguration \Wwizard: Wiew Window Help
A
Quick Start
Job Status
Default Server and Security Quick Start .
’1 Backup
Domain: ARMADA _ﬂ] JI'IDwa he iobs amd chack the |
¥ Allovs you to monitor the jobs and check the logs.
\2 Restore Default Server: ARMADA
o ‘ Ty Tt ’1 Backup Manager
Media Pool Configure and submit backup jobs.
Click here to change the server
@ Device .3 | Restore Manager
g - 4 Perform complete da'
- H B .
Database % ;DEI| Backup Status Report @ Media Pool
3 Create madia pools for your Mgdia backup.
Report :
= @ Device Manager
Server MNews and Support | = ‘ Manage your storage devices.
Admin
"t | BrightStor ARCserve Backup on the Web Database Manager
£2D| WANSync Find out about this premier data protection < Helps you to manage the database records.
i solution.
Report Manager
g s
Technical Support Get reports based on the database.
- | Visit SuppertConnect page on CA's web site to )
Canfiguration i get help vith your problems. % Server Admin
) Allows you to manage the engines.
1= WANSync
== Link to the archived E-News page on CA's web >
Utilities site. = WANSync Manager.
Most Recently Used Certified Device List g AlE.I'.t Manager X
List of devices supported by ErightSter Notifies you about events during backup.
¥ A 7| ARCserve Backup. n
[ [ |Default Server: ARMADA [ [7:55 AM v

3. On the Source tab, select the method you wish to use for selecting your source
data (data you want to restore.) Depending on which method you select for the
restore, the display will be different.

a. Restore by Tree — Restores a specific directory or drive from a display of
files and directories that were backed up with ARCserve. Use this method
when you don’t know which media contains the data you need, but you
know which machine it came from. Note: This is the default option you
will normally use.

b. Restore by Session — Allow you to select the session, and the files and
directories you want to restore. Use this method when you know the
media name, but are not certain about the session you want to restore.

c. Restore by Query — Restores files based on the search pattern given to
locate the name of the files or directories. Use this method when you
know the name of the file or directory you want to restore, but do not
know the media it was backed up on.

d. Restore by Backup Media — Restores a complete backup session from a
specified media in a storage device. All files in the session are restored to
the destination, unless filters are added to the restore job. Use this method
when media was created by a different version of BrightStor ARCserve
backup or if the database does not recognize it.

e. Note: Image/Serverless is only for use with the BrightStor ARCserve
Backup Image Option.
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Bright5tor ARCserve Backup - [Restore - Untitled:1] = IEI ll

E File ©uick Start  Configuration ‘Wizards Utilities Yiew Restore Window Help — |E| il

h 2y (S X Job Tape DE Fa'

pe s
[4Fwa08 16562 A
& Skart Options  Filker Wiew

Juick Start
Source |Destmat\0n| Schedule |

-_’] JobiStatus [ Restore by Tree j | Seaich I “ersion Histony |

& Backup & | Type | Size | Last Modified Date | Creation Date
';2 Restore o8 Restore by Query There are no items to dizplay in this view.

&l Restore by Image/Serverless
@ Media Pool G Restore by Backup Media
- BT L™ NI JLTY Sy STem
. a ﬁé& Mac ©F X Systems
@ Device 1o =57% windows Systems
O MAS Servers
3 Dalahiase 5% AS400 Systems
O 5 wMS Systems
Report - % windows 98/Me Systems
% Server
Admin
£T> WANSync
< 2

@ Alert

a
: N/A

Configuration @é

Utilities

~ Rarkun

¢ <| 2]

Properties

Additional Information

Media Name
E E | =

|Default Server:ARMADA [ lg:soam 4

4. Select the Destination tab.
Leave the Restore files to their original location(s) box checked.

BrightStor ARCserve Backup - [Restore - Untitled:1] = Ellﬂ
Eﬁile Cuick Stark  Configuration  ‘Wizards Utilties Wiew Restore Window Help — Elﬂ
07Ny N 2 Job Tspe DB = ’

[&RMADA =l @@ @ @ ﬁj v
- Skart Options  Filker Wiew

Jui =
e ST Source  Destination | Schedulel
j] Job Status ¥ Figstore files to their original location(s)

|<Driginal Locatior: Diestinatian: I j
ﬂ Backup
- “—§7 Restare fles to thelr ariginal 1oct | Name - TTupe [ size: [ Last Modiied Date | Creation Date
] Restore
There are no items to display in this vigw,

@ Media Pool
@ Device

Database
Report
% Server

Admin

£T WANSync

@ Alert 4|
Configuration @ Restore Manager

2]

Utilities

Y o | =

|Default Server:ARMADA |g:52 am v
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5. Select the Schedule tab (leave the default repeat method set to Once) and click
the Start icon.

3 BrightStor ARCserve Backup - [Restore - Untitled:1]

=101 x|
Eﬁile Quick Start  Configuration  Wizards  Utilities  View Restore  Window Help

=181 x|
o909 @ oo Tpe 3
| ARMADA @ @@

Source | Destination  Schedule I

Skart Cptions FI\EEI’ Wiew

Quick Start
_-ﬂ] Job Status

’i Backup

e
\% Restore Repeat Method | Once 'I
@ Media Pool

Device

g Database

g;}, Report

Server
Admin

73 WANSync

@ Alert
Configuration
Utilities

Most Recently Used

~ Rarkun

¥

=]
[

[ |Default Server:ARMADA [ |8:53 am >

6. Click OK on the Session User Name and Password box.

Session User Name and Password x|

Faor each tape seszion, enter:
- U=er Mame and Paszword for the destination.

- Seszzion Pazsward for pazsward-protected tape sessions only.
- IP or P Address for agent restore anly.

b achine

I1zer Mame Pazzward

1] |
Show Al edia | ok | Caneel Edt | Hep |
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7. Click OK to run job now or click Run On and input a future date and time to run

the job.
Submitdob 2
—Job Detailz —Job Execution Time
Job Type > Run Mo
Restore i
Fun Mow Job Fiun On
Destination Node I-H"'l-I 8/2003 jv
Restore files to their onginal location]s) I 3:00:06 Ab ﬁ
™| Submit an Hold
Save.Joh |
Jaob Descrphon: Save [ emplate |
! Fiefiight Check |
| ok I LCancel | Help |

13-5 MANAGING ACTIVITY LOGS

The Activity Log provides an audit trail of all backup activity, including every job that is
run. You should review this log daily to see if any errors have occurred. You can also
use it to find out a session number in case you need restore a specific session.

13-5.1 Accessing & Reading the Activity Log

The Activity log is located on the upper right corner of the Job Status Manager

1. Log on as the local administrator.

2. Open BrightStor Manager. Click Start > Programs > CA > BrightStor >
ARCserve Backup > Manager.

3. Select Job Status from the Quick Start menu on the BrightStor ARCserve
Backup Home Page.
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BrightStor ARCserve Backup - [Home]
Quick Start  Configuration

"
Quick Start

m Job Status

dow  Help

= (5]

e Ly

' Domain: ARMADA
Ecstnre sult Server ARMADA
E Media Pool e ESsoot
to change the server
Device
- Database Daily Backup Status Report

H u\. D
BrightStor*ARCServe: Backup
[Qucksart ]|

[

ErightStor ARCsearve Backup on the Web
Find cut about this premier data protection
solution.

Technical Support

Configuration

Utilities

Most Recently Used

get help with your problems.

elevs

site.

Certified Device List
List of devicas supportad by ErightStor

Visit SupportConnect page on CA's web site to

Link to the archived E-News page on CA's web

Chapter 13 —BrightStor ARCserve Administrator’s Guide

Job Status

Allove you to monitor the jobs and check the logs.

Backup Manager
Configure and submit backup jobs.

Restore Manager
Perform complete data recovery.

Media Pool

Creste madiz pools for your media backup.

Device Manager

Manage your storage devices.

Database Manager
Helps you to manage the database records.

Report Manager
Get reports based on the database.

Server Admin
Allows you to manags the angines.

WANSync
WANSync Manager.

Alert Manager
Motifies you about events during backup.

¥ ARCserve Backup. n
[ [ |Default Server: ARMADA [ [7:55 AM v
4. Select Activity Log from the Job Status Manager.
] BrightStor ARCserve Backup - [Job Status: 1] = Ellﬂ
File Quick Start  Configuration ‘Wizards Utilities Wiew Job Status  Window Help = 5'
[ARMADA =l - = = = - -
A Add Modfy.  Resche..,  Stop Delztz Refresh Filter Erinit: Log
= g ErightStor Backup | Job Queue |Acliwly LUQI
/=) Current Host « — p—
Server Mo, = | Job I | Skatus | Execution Time | Job Type | Last Result | Description
EARMADA 1 24 I READY 11/z0f2009 12:0 DE Pruning @ Finished Database Pruni
EARMADA 2 i Hown §/19/2009 11:5... Backup (Ro... Daily Database

Configuration

Alert

<

Job Detail | Iob Log

Utilities

Most Recently Used

~ Rarkun

¥

Ll |

|Default Server:ARMADA [ &30 Am v

5. The most current information is located at the top of the log.
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BrightStor ARCserve Backup - [Job Status: 1]
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=1ol=|

File Quick Start Configuration Wizards Utilities Wiew Job Status  Window Help ;Iilll
o e 9 0 Job Tape DE _ T IS -=J1 ¢;
a I ARMADA LI @ @ @ Add Modify  Resche..,  Stop Delete  Refresh Filer Print Lag
I . d
Jij R EE:3 %gfétjt;rjzc:;p‘ Job Queue  Activity Log |
& Backup Session
\:) Restore .
. I— C Information  11/19/2009 12:00:26 PM [JOBQUELE]: Rescheduled For 11§20/09 at 12:00 PM [Job Mo 1]
@ Media Pool C Information 117192009 12:00:26 PM 24 End pruning logs
(3 1rFarmation 11/19/2009 12:00:26 PM 24 Begin pruning lags.
Device C Information  11/19j2009 12:00:06 PM 24 Prune Database Operation Successful,
C Information 117192009 12:00:06 PM 4 ** Summary For Job **
g Database (3 IrFarmation 11/19/2009 12:00:06 PM 24 End pruning database. (PRUMED=0)
(@ Irformation 1141972009 12:00:06 PM 24 Pruning sessions older than 30 davs,
Report C Information  11/19/2009 12:00:06 PM 24 Biegin pruning database.
Gerver C Information 117192009 12:00:06 PM 24 Run Prune Database Job Scheduled For 11719/09 ak 12:00 PM,
% Admin (3 IrFarmation 11/19/2009 12:00:00 PM [IOBGUELE]: Status changed fram Ready ta Active [Job Mot 1][
C Information  11/19/2009 08:58:50 AM [JOBQUELE]: Pruned [Job Mao: 3] [Description: ]
£ WANSync C Information  11/18/2009 12:00:27 PM [JOBGUELE]: Status changed From Active to Ready [Job Mo: 1]
! (3 1rFarmation 11/18/2009 12:00:27 PM [JOBGOUELE]: Rescheduled For 1171909 at 12:00 PM [Job Mot 1]
@ —— C Information  11718/2009 12:00:26 PM 23 End pruning logs
C Information  11/18/2009 12:00:26 PM 23 Biegin pruning logs.
(3 IrFarmation 11/18/2009 12:00:06 PM 23 Prune Database Operation Successful,
(@ Irformation 11/18/2009 12:00:06 PM 23 ** Summary For Job *#
C Information  11/18/2009 12:00:06 PM 23 End pruning database. (PRUMED=0)
C Information  11/18/2009 12:00:06 PM 23 Pruning sessions older than 30 days.
(3 IrFarmation 11/18/2009 12:00:06 PM 23 Begin pruning database.
Cs3iaendy (e=s (DIrformation  11/18/2009 120006 PM 23 Run Prune Database Job Scheduled For 11/18/09 at 12:00 P,
Information  11/18/2009 12:00:00 PM JOBQUELE]: Status changed from Ready to Active [Job Mo: 1
> fa%‘_k_u__n_ tg TrkArraakinm 1 II:IQI:‘DHHD 1M17024 Ap Enw!—i:?sinn H—Eln rharaar rl'\nguirn-7'|rﬁﬁl\l\i i 1 [ i[ILI
§ o R

|Default Server: ARMADA

[e:ztam 4

13-5.2 Saving the Activity Log to a text file

BrightStor maintains a text copy of the activity log. It also gives you the option to save a

copy to a text file.

1. Access the Activity log. (See 13-6.1--Accessing & Reading the Activity Log)

2. Right-click within the activity log.
3. Select Print to File from the shortcut menu.

htStor ARCserwe Backup - [Job Status: 1] o =1 |
= CQuick Start  Corfiguration  Wizards  Utilities  ¥iews Job Skatus  wWindowe Help — =1 =]
p= >
DO oo g 02 : 5 =
[ #RmMADA Fewee@ Add Modify.  Resche...  Stop Delet=  Refresh Filter Frin
Quick Start = & BrightStor Backun [ joh Quevs  Activity Lag |
i =% Current Host «
) 2ok status Show “wWarnings. Informa
_ﬂ Backup Tvpe | Date Job | Session | Message |
&) Infarmation  11/19/2009 12:00:26 FM [I0BQUELUE]: Rescheduled For 11720009 st
_,_35 Restore &) Information  11/19/2009 12:00:26 PM 24 End pruning lags
(@ Information  11/19/2009 12:00:26 PM 24 Begin pruning logs.
g Media Pool (&) Information  11/19/2009 12:00:06 PM 24 Prune Database Operation Successful.
@) Information  11/19/2009 12:00:06 FM 24 # SUmmary For Job
E';B Device (&) Information  11/1%/2009 12:00:06 PM 24 End pruning database. (PRURNED=0)
E) Information  11/19/2009 12:00:06 PR 2a Pruning sessions older than 30 days.
g Database Information Begin pruning c .
&) Informatic Crganize. z4 Run Prune Database Job Scheduled for 11,

Report &) InfFormatic Find. ..
&) InFarmatic Copy
(&) Informatic Refresh
(&) InFarmatic Delete Log

£TD WANSvync 5
&) InFormatic

Auto Prune Settings... 23 End pruning logs
@ Alert &) InFormatic e 23 Begin pruning logs.
E) Informatic Ering Breviow o3 Prune Database Operation SuccessFul.
e e

intormane LS - Summary or o

&) InFormatic =1 23 End pruning database. (PRUMED=0) =
— < = »
v a1 | oyl 2

[JOBSUELET: Status changed From Ready
[JOBSUELET: Fruned [Job Mo: 3] [Descript
[JOBQUELE]: Status changed from Active
[JOBQUELE]: Rescheduled for 11/19/09 at

|Default Server:ARMADA

[ |B:32 AM i
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4. Enter the location where you want to place the file, and a name for the file. Note:
Contracting Systems recommends naming the file basename.txt (where
basename is the actual name of your base). This file can be modified by
deleting information out of it, to make it small enough to e-mail.

13-5.3 Common Activity log information

The following are log entry examples of common information you will see in the Activity
log and what you should be looking for when checking your log on a regular basis.

13-5.4 Example 1: Database Pruning Job

This job should run at least once each day. Typically the job will be initiated
automatically at noon. This job removes all data older than 30 days from the BrightStor
database. This job does not impact your users, Sybase, or the ARCserve backup. It can
run at the same time as any of these jobs.

06/09/2004 12:00:24 PM 3 Reschedule Prune Database Job for 6/10/04 at
12:00 AM.

06/09/2004 12:00:24 PM 3 End pruning logs

06/09/2004 12:00:24 PM 3 Begin pruning logs.

06/09/2004 12:00:04 PM 3 Prune Database Operation Successful.
06/09/2004 12:00:04 PM 3 ** Summary for Job **

06/09/2004 12:00:04 PM 3 End pruning database. (PRUNED=0)
06/09/2004 12:00:04 PM 3 Pruning sessions older than 30 days.
06/09/2004 12:00:04 PM 3 Begin pruning database.

06/09/2004 12:00:04 PM 3 Run Prune Database Job Scheduled for 6/09/04 at
12:00 AM

13-5.5 Example 2: No scratch media available

Example of a failed backup due to no available scratch media. Scratch media are tapes
that the system can overwrite and use for future backups. This problem is most often
caused by changing out the tapes in the tape cartridge w/o stopping and restarting the tape
engine. Stopping and restarting the tape engine forces BrightStor to re-inventory all the
tapes in the changer. The system will only use media which are either in the scratch set
or blank.

07/23/2004 07:05:12 PM 125 Reschedule Backup Job for 7/26/04 at 7:00 PM.
07/23/2004 07:05:11.1 PM 125 Backup Operation Failed.

07/23/2004 07:05:11.1 PM 125 DBPI---003R4QWR

07/23/2004 07:05:11.1 PM 125 Missed Nodes/Volumes:

07/23/2004 07:05:11.1 PM 125 Total Files backed up.................. 0

07/23/2004 07:05:11.1 PM 125 Total Directories backed up............ 0
07/23/2004 07:05:11.1 PM 125 -- Failed and Canceled status.......... 0
07/23/2004 07:05:11.1 PM 125 -- Complete and Incomplete status...... 0
07/23/2004 07:05:11.1 PM 125 Total Volumes to be backed up.......... 0
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07/23/2004 07:05:11.1 PM 125 -- Failed and Canceled status.......... 1
07/23/2004 07:05:11.1 PM 125 -- Complete and Incomplete status...... 0
07/23/2004 07:05:11.1 PM 125 Total Nodes to be backed up............ 1
07/23/2004 07:05:11.1 PM 125 Serial No [Seq O]......ccoovvvvnenenn N/A
07/23/2004 07:05:11.1 PM 125 Total number of sessions............... 0
07/23/2004 07:05:11.1 PM 125 Media ID........cccoovriiirinnne 0000
07/23/2004 07:05:11.1 PM 125 Media Name..........cccceevevveenen. N/A
07/23/2004 07:05:11.1 PM 125 Media Pool...........ccocevvrvnnnnne. PI_WLY
07/23/2004 07:05:11.1 PM 125 Device Group......cccoevererienenn GROUPO

07/23/2004 07:05:11.1 PM 125
07/23/2004 07:05:11.1 PM 125
07/23/2004 07:05:11.1 PM 125
job.

07/23/2004 07:00:38 PM 125

*** Backup Summary for Job ID 125 ***
Backup Method: Full (Clear Archive Bit).
Unable to find any media that can be used in this

Job will be cancelled in 5 minute(s).

07/23/2004 07:00:08 PM 125
07/23/2004 07:00:08 PM 125
PI_WLY

07/23/2004 07:00:08 PM 125
group GROUPO:

07/23/2004 07:00:08 PM 125
scratch set of pool PI_WLY.
07/23/2004 07:00:08 PM 125
07/23/2004 07:00:08 PM 125
07/23/2004 07:00:07 PM 125
PM

2. <BLANK>
1. W-GFS-FRI-12/19/03 [S/N:1200003,SEQ:2]

Please mount one of the following media in device
Media in device group GROUPO is not in the
Description: Daily Server Backup.

Start Backup Operation. (QUEUE=1, JOB=2)
Run Backup Job Scheduled for 7/23/04 at 7:00

13-5.6 Example 3: Properly executed backup

The backup begins and formats a tape for use in the backup. BrightStor backs up the first
five sessions (one per drive C, D, E, F, G). Next the System State (registry information)

is backed up to a separate session. Next disaster recovery information is backed up to
tape, and finally the BrightStor database is put on the tape. A total of eight sessions are
backed up to tape on the database server. Only five sessions will be backed up on the
Adapter/ASF server. The log will tell you what tapes are available for the next backup,
and finally let you know that the backup was successful.

07/26/2004 07:14:20 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134

Reschedule Backup Job for 7/27/04 at 7:00 PM.
Backup Operation Successful.

Total MB processed...........c......... 10771.80
Total Files backed up.................. 2580
Total Directories backed up............ 3186
-- Failed and Canceled status.......... 0

-- Complete and Incomplete status...... 6
Total Volumes to be backed up.......... 6

-- Failed and Canceled status.......... 0

-- Complete and Incomplete status...... 1
Total Nodes to be backed up............ 1
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07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:14:00 PM 134
07/26/2004 07:13:13 PM 134
merged.(files=680)
07/26/2004 07:13:13 PM 134
merged.(files=23)
07/26/2004 07:13:13 PM 134
merged.(files=1795)
07/26/2004 07:13:04 PM 134
merged.(files=9)

07/26/2004 07:13:04 PM 134
merged.(files=0)

07/26/2004 07:13:04 PM 134
merged.(files=1)

07/26/2004 07:13:04 PM 134
merged.(files=0)

07/26/2004 07:13:03 PM 134
merged.(files=72)
07/26/2004 07:12:29 PM 134
07/26/2004 07:12:29 PM 134
07/26/2004 07:12:29 PM 134
07/26/2004 07:12:29 PM 134
for next job on date 7/27/04:
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
Media.

07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
07/26/2004 07:12:27 PM 134
Media.

07/26/2004 07:12:26 PM 134

o0 00 00 0O 0O

8

07/26/2004 07:11.1:42PM 134 8

1000003

07/26/2004 07:11.1:42PM 134 8

ARCserve Backup\DATABASE

Chapter 13 —BrightStor ARCserve Administrator’s Guide

Serial No [Seq 1].....ccovveiennnnne 1000003

Total number of sessions............... 8

Media ID........c.ccoovevvviieeinnnns A6B7

Media Name........ccoceveervrennenne. A-P1-MON- 7/26/04
Media Pool........cccccoevviieinnne PI_DLY

Device Group.......cccecvverveeennnnn GROUPO

*** Backup Summary for Job 1D 134 ***
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:8] is

[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:7] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:6] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:5] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:4] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:3] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:2] is
[CAT] A-PI-MON- 7/26/04 [ID:A6B7,SESSION:1] is
3. <BLANK>

2. I-PI-THU- 7/08/04 [S/N:1400008,SEQ:1] PI_DLY
1. A-PI-MON- 7/26/04 [S/N:1000003,SEQ:1] PI_DLY
The following media can be used in device group GROUPO
Average Throughput: 437.50 MB/min

Elapsed Time: 42s

306.25 MB Written to Media.

1 Directories 680 File(s) (303.87 MB) Backed Up to
1 Session(s).

** Summary for DBPI---003R4QWR **

BrightStor ARCserve Backup Database Backed Up
Average Throughput: 437.50 MB/min

Elapsed Time: 42s

306.25 MB Written to Media.

1 Directories 680 File(s) (303.87 MB) Backed Up to

Catalog File Backed Up
Backup Session 8 on Media A-PI-MON- 7/26/04 Serial #

Source Directory: C:\Program Files\CA\BrightStor
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07/26/2004 07:11.1:41 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:38 PM 134
07/26/2004 07:11.1:31 PM 134
1000003

07/26/2004 07:11.1:31 PM 134

ENIENIEN RPN N

7

Chapter 13 —BrightStor ARCserve Administrator’s Guide

Backup BrightStor ARCserve Backup Database...
Average Throughput: 11.1.25 MB/min

Elapsed Time: 5s

960 KB Written to Media.

1 Directories 23 File(s) (821 KB) Backed Up to Media.
1 Session(s).

** Summary for DBPI---003R4QWR **

Average Throughput: 11.1.25 MB/min

Elapsed Time: 5s

960 KB Written to Media.

1 Directories 23 File(s) (821 KB) Backed Up to Media.
Catalog File Backed Up

Backup Session 7 on Media A-PI-MON- 7/26/04 Serial #

Source Directory: C:\Program Files\CA\BrightStor

ARCserve Backup\DR\DBPI---003R4QWR

07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:29 PM 134
Up to Media.

07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:29 PM 134
07/26/2004 07:11.1:25 PM 134
07/26/2004 07:11.1:25 PM 134
07/26/2004 07:11.1:25 PM 134
07/26/2004 07:11.1:25 PM 13
Media.

07/26/2004 07:11.1:25 PM 134
07/26/2004 07:10:53 PM 134
1000003

07/26/2004 07:10:53 PM 134
07/26/2004 07:10:53 PM 134
07/26/2004 07:10:53 PM 134
07/26/2004 07:10:49 PM 134
07/26/2004 07:10:49 PM 134
07/26/2004 07:10:49 PM 134
07/26/2004 07:10:49 PM 134
07/26/2004 07:10:49 PM 134
Media.

07/26/2004 07:10:48 PM 134
07/26/2004 07:03:37 PM 134
07/26/2004 07:03:37 PM 134
1000003

07/26/2004 07:03:37 PM 134

6

6

6
6

6
6

6

o1 o1 01 01

o1 o1 o1

Backup DR files for node DBPI---003R4QWR.
Average Throughput: 1,333.62 MB/min

Elapsed Time: 8m 15s

11.1,002.43 MB Written to Media.

3,184 Directories 1,877 File(s) (10,214.66 MB) Backed

6 Session(s).
** Summary for DBPI---003R4QWR **
Average Throughput: 494.87 MB/min
Elapsed Time: 30s
247.43 MB Written to Media.
526 Directories 1,795 File(s) (240.13 MB) Backed Up to

Registry Files Backed Up
Backup Session 6 on Media A-PI-MON- 7/26/04 Serial #

Source Directory: System State

Estimating Backup : Registry
Estimating Backup : COM+ Class Registration Database
Estimating Backup : Boot and System Protected Files

Average Throughput: 1,501.45 MB/min

Elapsed Time: 7m 9s

10,735.43 MB Written to Media.

46 Directories 9 File(s) (9,963.05 MB) Backed Up to

Catalog File Backed Up
Backed up volume disk quota.
Backup Session 5 on Media A-PI-MON- 7/26/04 Serial #

Source Directory: G:
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07/26/2004 07:03:36 PM 134 4 Average Throughput: 768 KB/min

07/26/2004 07:03:36 PM 134 4 Elapsed Time: 5s

07/26/2004 07:03:36 PM 134 4 64 KB Written to Media.

07/26/2004 07:03:36 PM 134 4 6 Directories 0 File(s) (1 KB) Backed Up to Media.
07/26/2004 07:03:36 PM 134 4 Catalog File Backed Up

07/26/2004 07:03:30 PM 134 4 Backed up volume disk quota.

07/26/2004 07:03:30 PM 134 4 Backup Session 4 on Media A-PI-MON- 7/26/04 Serial #
1000003

07/26/2004 07:03:30 PM 134 4 Source Directory: F:

07/26/2004 07:03:29 PM 134 3 Average Throughput: 91.25 MB/min

07/26/2004 07:03:29 PM 134 3 Elapsed Time: 6s

07/26/2004 07:03:29 PM 134 3 9.12 MB Written to Media.

07/26/2004 07:03:29 PM 134 3 340 Directories 1 File(s) (8.06 MB) Backed Up to Media.
07/26/2004 07:03:29 PM 134 3 Catalog File Backed Up

07/26/2004 07:03:22 PM 134 3 Backed up volume disk quota.

07/26/2004 07:03:21 PM 134 3 Backup Session 3 on Media A-PI-MON- 7/26/04 Serial #
1000003

07/26/2004 07:03:21 PM 134 3 Source Directory: E:

07/26/2004 07:03:20 PM 134 2 Average Throughput: 19.82 MB/min

07/26/2004 07:03:20PM 134 2 Elapsed Time: 7s

07/26/2004 07:03:20PM 134 2 2.31 MB Written to Media.

07/26/2004 07:03:20PM 134 2 757 Directories 0 File(s) (56 KB) Backed Up to Media.
07/26/2004 07:03:19 PM 134 2 Catalog File Backed Up

07/26/2004 07:03:11.1 PM 134 2 Backed up volume disk quota.

07/26/2004 07:03:11.1 PM 134 2 Backup Session 2 on Media A-PI-MON- 7/26/04 Serial #
1000003

07/26/2004 07:03:11.1 PM 134 2 Source Directory: D:

07/26/2004 07:03:07 PM 134 1 Average Throughput: 26.87 MB/min

07/26/2004 07:03:07PM 134 1 Elapsed Time: 18s

07/26/2004 07:03:07PM 134 1 8.06 MB Written to Media.

07/26/2004 07:03:07PM 134 1 1,509 Directories 72 File(s) (3.34 MB) Backed Up to
Media.

07/26/2004 07:03:07PM 134 1 Catalog File Backed Up

07/26/2004 07:02:58 PM 134 1 Skip Registry Hive C:\WINNT\system32\config\system.
(use System State)

07/26/2004 07:02:57 PM 134 1 Skip Registry Hive C:\WINNT\system32\config\software.
(use System State)

07/26/2004 07:02:56 PM 134 1 Skip Registry Hive C:\WINNT\system32\config\SAM.
(use System State)

07/26/2004 07:02:47 PM 134 1 Skip Registry Hive C:\Documents and

Chapter 13 —BrightStor ARCserve Administrator’s Guide

Settings\Administrator\NTUSER.DAT. (use System State)

07/26/2004 07:02:45PM 134 1 Backed up volume disk quota.

07/26/2004 07:02:45PM 134 1 Backup Session 1 on Media A-PI-MON- 7/26/04 Serial #
1000003

07/26/2004 07:02:45PM 134 1 Source Directory: C:

07/26/2004 07:02:36 PM 134

Backup 5 Drive(s) on My Computer
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07/26/2004 07:02:36 PM 134 Backup Method: Incremental.

07/26/2004 07:02:19 PM 134 Format <BLANK> as A-PI-MON- 7/26/04 (serial #
1000003).

07/26/2004 07:02:19 PM Format Successful!

07/26/2004 07:02:07 PM Tape Engine finished formatting media.(new name: A-PI-
MON- 7/26/04, old name: )

07/26/2004 07:00:08 PM 134 Description: Daily Server Backup.

07/26/2004 07:00:08 PM 134 Start Backup Operation. (QUEUE=1, JOB=2)
07/26/2004 07:00:08 PM 134 Run Backup Job Scheduled for 7/26/04 at 7:00 PM

13-6 FREQUENTLY ASKED QUESTIONS

Question: Why am | getting SCSI Port errors in my Activity log?

Answer: This usually means the server is having problems communicating with the tape
drive. If the server was recently shut down ensure it has an external tape device, and that
device is booted up prior starting the server. Ensure all cables are securely fastened. Try
shutting down the tape unit, removing the power cable, reattaching the power cable, and
then restarting the tape unit.

Question: Why do my tapes show as dismounted?

Answer: Ensure the operating system is properly recognizing your tape device. If the
operating system is having a problem seeing the device, BrightStor will not be able to
communicate with the tape driver either. To resolve this issue, if the server has an
external tape device, reboot the device and then reboot the server. If the server has an
internal tape drive just reboot the server.

Question: Why won’t the job engine start?
Answer: This usually means ARCserve has not been properly licensed. To resolve this
issue, install a full-product license key for your components.
Question: How do I check the version of my BrightStor ARCserve software?
1. Log in as the local administrator. Click Start > Programs > CA > BrightStor >
ARCserve Backup > Manager.
2. Click Help on the menu bar.
3. Click About BrightStor ARCserve Backup.
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About BrightStor ARCserve Backup x|

BrightStor ARCserve Backup

1.5 5P4 [Build 4491)
Thiz product iz licensed to; Computer Azsociates [ntemational, Inc.
SitelD: AFCIS

Copyright [c] 2008 CA. Al rights reserved.

Wigw the End-Uszer License Agreement

Warning: Thiz computer program is protected by copyright law and international treaties.
Idnauthonzed reproduction or distribution of thiz program, or any portion of i, may rezult in
gevere civil and criminal penalties, and will be prozecuted to the masimum extent pozzible
under the law.

System Info. .. Online Suppart .. |

Begister. .. | Licenze. ..

This is current as of the SR10 deployment. The versions may be updated in the future
with vulnerability patches.

Question: How do | restart the BrightStor ARCserve services?

Answer: To stop the BrightStor services run the following job: C:\Program
Files\CA\BrightStor ARCserve Backup\Cstop.bat. To start BrightStor services, run
C:\Program Files\CA\BrightStor ARCserve Backup\Cstart.bat.

Question: Why am | being prompted for a caroot password?

Answer: BrightStor provides an additional level of security. This additional level of
security prevents unauthorized updates to BrightStor. Any time a user logs on, with an
account other than the account BrightStor was installed under and tries to access
BrightStor, they will be challenged for a password.
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i o

Default Server Information

Choose the server that will become the default ErightStor
ARCserve Backup zerver.

Server Mame: SERVER MakE| ]

Select the type of server

() 'Windows
Enter the BrightStor AR Czerve Backup user name.

) Netware
Enter the full HD'S context.

) UNE=ALinus
Enter the BrightStor AR Czerve Backup uzer name.

Securty information

Uszer Mame: caroot

EEREE RS

Pazzword:

For windows, Linus and LIMIE vou have to zpecify the
internal BrightStor AR Czerve Backup user not the system
LIZEr,

[ ] Bemember the security information

[ Ok, ][ Cancel ]

If the user enters the correct password, they will be granted full access to BrightStor. If
not, they will receive an error and be forced to retry. By entering the correct password
and checking the Remember the security information checkbox, future access attempts by
this user will not be challenged.

31



