ACPS Contingency / Recovery Plan

1. General
 The Automated Contract Preparation System (ACPS) is the application of on-line, real-time computer technology to the central level contracting office.  This system processes purchase requests, solicitations, contractual documents, Synopsis records, and DD350’s.  Purchase history and vendor performance data is maintained for analysis purposes.   It also includes almost the entire pre award phase of the acquisition process.  Purchase requests are controlled and status reported from initial receipt through post award processing.

In the event of a natural disaster, terrorist attack, or any other unexpected interruption of service, it is imperative that a contingency plan be in place for recovery of the Data General (DG) system that hosts the Automated Contract Preparation System (ACPS).   Case scenarios containing causes of system down time will be outlined herein.   Backup copies of the system are current at each ACPS site and can be used to restore it to the DG hardware in case of  software failure.  Furthermore, the Contracting Laboratory can make the software readily available for an immediate transmission to the down site if necessary.  Laboratory personnel will be on-call, with minimum leave policy in the event an emergency arises.  

1.1   Internal Outages or Downtime 
One case scenario that the system may  encounter would be a localized outage that would affect a small percentage of buying offices or sections within the site.  This can be resolved by allowing individual user access to other DG connected terminals on site that are not affected.  The buyers can continue to create contractual documents. Actual loss of production time will be minimal. 

1.2   Transfer of functions to other ACPS sites  If a Data General goes down or is damaged at one ACPS implemented site, another DG could be accessed at another ACPS site.   This could be accomplished by connecting a PC with Smarterm 470 software to a modem or accessing another sites host system by using TCP/IP which is commonly pre installed in new PC systems.  The system administrator would give a logon username and password for access.  Several databases would require additional information to be entered by the remote site on the temporary host system, but the output menu will be available for use to send the completed documents back to the remote site.   Backup tapes of the ACPS system are located off base as well as locally in fireproof safes and can be loaded to the host system.  ACPS GUI is a standalone product that can be connected to a server for creating contracts by multiple individuals.  This system creates contracts and other documents on a PC host.  Although the product will not be available until the late 1998, it can be used as a resource for contingencies that may arise by those sites still using the Data General version of ACPS and any other DOD site that has encountered a system failure. 

1.3    Year 2000 Contingency.     Contingency / recovery plans for a year 2000 malfunction requires the system administrator to set the system date back to a 1999 date.  This buyer will then print out a document and date stamp the correct date.  This will also allow the Contracting Laboratory time to make the correction and transmit the changes to the field. 


In the event of a total system failure, the buying office could connect to a host system as has been noted above, with a TCP/IP connection through a temporary commercial internet provider (IC) or though use of a modem.  Cutting and pasting documents is feasible and could be used as a last resort, but is not considered a viable option.

RISK ANALYSIS

1.  Objectives of the Risk Analysis:

a.  Identify security concerns and how they may affect/impact the systems.

b.  Identify threats to the systems software and databases.  

c.  Identify vulnerabilities.  

d. Identify security measures to reduce risks.

2.
Security Concerns.
2.1   Classified Data.  BCAS systems contain no classified data.  The ACPS system contains databases capable of containing classified data at Air Logistic Centers where “Black World” procurements are executed.

2.2   Sensitive National Security Information: BCAS contains none.  It is possible for “Black World” centers to contain National Security Information.

2.3   Personnel Management: The system contains personnel data.  Databases include buyer information, which is necessary to automatically pull into the applicable documents.  Social Security numbers, employee addresses or other personal information pertaining to the privacy act of 1974 is not contained within its databases.

2.4   Financial Management: ACPS contains Air Force financial information on awarded documents throughout the fiscal year.  Financial information is forwarded to the Accounting and Finance office for processing.

2.5   Material Management: The system does not retain data on materials or supplies.  It does process requisitions from the end-user which is loaded to the system Via FTP transmission or 8-track tape, but the system is not the repository for data relating to the management of material or supplies.

3.   Threats:  Environmental threats involving physical damage to system assets are beyond the control of the automated data system and fall under the control of normal building security.  Off base storage provides the capability to recover from environmental or other types of damage to the data.

4.  Vulnerabilities:  The vulnerabilities that apply to the systems could be applied to

any on-line real-time computer application.  The following vulnerabilities were identified in this risk analysis.

4.1   Unauthorized workstation usage: The use of a workstation by a person not authorized access to the system is controlled by a password requirement.  If the workstation is not active for a specified amount of time, the user must re enter a screen saver password to again gain access.

4.2   Malicious Intent: An authorized user who purposely causes harm or damage to the system or database.  This type of activity can be minimized by utilizing security measures to access the system hardware and software.  Doors to the building are locked after work hours.  Access to the hardware is also limited by an additional locked door to the machine room.   Software access is limited as described in detail above, by multiple security measures, such as electronic connections through modem and TCP/IP, password, personnel, and directory limitations.

5.   Security Risk Assessment: Risk vulnerabilities that can be identified are as follows:


a.  Unauthorized usage of workstation.


b.  Database tampering.


c.  Unauthorized use of dial-up capabilities.

The overall security risk of the Systems is low.  Security measures have been taken to provide the least amount of risk.  The system use is controlled by a username and password combination.  Only authorized users are provided a login.  These users can also be limited to access only those directories that are applicable to their duties and assignments.  Modems and other means of remote access are also limited.  Modems are configured to call back the user.  The system records the number and users access to the system as they are logged on.  Modems are only left in operation when there is a valid reason for access after work hours.   Workstations that are not used within a 3-minute time limit require an additional logon.  A password is required to allow any user back into the system.  This procedure eliminates the possibility of unauthorized users accessing the system.
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