RISK ANALYSIS

1. FARSite:  is the application of on-line WEB, real-time access for all Air force regulations. The system provides full text access to the FAR, DFARS, AFFARS, and all Air Force command Supplements. The site allows the search of these regulations and direct links to the results.  The site is also used to post the status of the releases of regulatory changes to ACPS, and MADES II software.  The MADES II software releases are also posted on the site.

2. Objectives of the Risk Analysis:

a.  Identify security concerns and how they may affect/impact the systems.

b.  Identify threats to the systems software and databases.  

c.  Identify vulnerabilities.  

d.  Identify security measures to reduce risks.

3.  Security Concerns.
3.1 Classified Data: FARSite systems contain no classified data

3.2 Sensitive National Security Information: FARSite Contains none

3.3 Personnel Management: FARSite contains personnel data.

3.4 Financial Management: FARSite contains no financial information.

3.5 Material Management: FARSite contains no material management information.

4.  Threats:  Environmental threats involving physical damage to system assets are beyond the control of the FARSite system and fall under the control of normal building security.  Off base CD storage will provide the capability to recover from environmental damage.

5. Vulnerabilities:  The vulnerabilities that apply to the systems could be applied to any on-line real-time WEB application.  The following vulnerabilities were identified in this risk analysis.

5.1 Unauthorized workstation usage: The logon by a person not authorized access to the systems administration or the user logon by an authorized user with another persons password.

5.2 Malicious Intent: An authorized user who purposely causes harm or damage to the system or WEB site.

6.  Risks:  The only risk vulnerabilities that can be identified are as follows:


a.  Unauthorized login of administrative control.


b.  WEB site tampering.

7.  Security Assessment: The overall risk of the Systems is low and a high level of confidence can be placed on these systems.  The unauthorized user cannot be totally stopped by system software, administrative, physical security precautions.  Security is only as good as the promotion of proper procedures and integrity of the users.  There are no known special requirements or operating environment by which the facility manager must meet in the day to day operation of this automated data system.  

Contingency / Recovery Plan


In the event of a natural disaster, terrorist attack, or any other unexpected interruption of service, it is imperative that a contingency plan be in place for recovery to the FARSite system.   The best to worst case scenarios will be outlined herein that covers the stated systems.  The FARSite system will be in a stable condition prior to the year 2000 and ready for an immediate reload in case a software/hardware problem surfaces.  Lab personnel will be on-call, with minimum leave policy in the event an emergency arises.  

If for some reason a server goes down or is damaged another server could be set up for access.  This could be accomplished by installing the WEB server and other COTs software and the reload of the FARSite backup CD. 


In the event of a natural disaster or terrorist attack where an entire bases system is damaged the contingency / recovery plan would require help locally and from another base Air Logistic Center (ALC).  Depending on the extent of damage to the center, the worst case scenario could be realized. In that event, new hardware may need to be purchased and installed.  As was outlined in the contingency plan earlier, backup CD's are made and if available and could be loaded allowing the system access and be operational again.  The length of time involved is contingent on the extent of the damage to the base and system hardware. 

In the event of a total system failure, worst case scenario, it is feasible for the buyers to locate prior CD releases for regulation access. 
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