
CONTRACTOR BACKGROUND CHECKS

1.1.  Overview.  A favorable criminal background history (CBH) check must be completed for all contractor and subcontractor employees prior to allowing access/entry to Air Force installations/locations.  CBH checks will be considered current for a 24-month period from the date they are performed.  CBHs will remain valid for all contracts performed within the 24-month time period.  Additionally, installations will randomly select and conduct additional background checks (e.g., National Crime Information Center (NCIC) checks and fingerprinting) on 20% of contractor and subcontractor employees prior to issuing identification passes/badges and vehicle passes/decals.  Installation commanders are responsible for ensuring that procedures are implemented to facilitate the random selection of contractor personnel identified to undergo additional background checks.  Installations must use this following guidance for conducting and documenting CBH and additional background checks.  NOTE:  Contractors may request exceptions to these requirements and procedures through the contracting officer--The installation commander must approve all exceptions to these requirements.

2.1.  Agencies That Conduct CBH Checks.  There are multiple sources available that may be used to conduct CBH checks depending on an installation’s location.  These sources include commercial vendors and local, county, city and state law enforcement agencies.  Contractors may choose any available source for conducting these checks as long as the checks meet the minimum requirements outlined in Section 3.1 below.

3.1.  CBH Check Requirements.  Background checks may be obtained from commercial vendors or local, county, or state law enforcement authorities whose checks include a criminal background history (CBH).  To be considered complete, background checks shall, as a minimum, cover the employee’s place(s) of residency for the 24-month period prior to contract award and provide the following information:

- Individual’s name.

- Social Security Number.

- Date of birth.

- Address of current residence.

- Address of residence(s) over the past two (2) years.

- Criminal/Arrest record (felony/misdemeanor) since the 18th Birthday.

- Information on the locality(ies) checked (i.e., local, county, state, and/or federal).

- List of outstanding wants and warrants.

CBH checks are considered favorable if they do not contain any of the following seven disqualifiers.  

3.1.1.  U.S. citizenship, immigration status, or Social Security Account Number cannot be verified.

3.1.2.  Barred from entry/access to any military installation or facility.

3.1.3.  Wanted by federal or civil law enforcement authorities, regardless of offense/violation, (i.e., an “order to arrest” has been issued by a judge).

3.1.4.  Conviction of firearms or explosives violation within the past three years.

3.1.5.  Incarcerated for 12 months or longer within the past three years, regardless of offense/violation.

3.1.6.  Conviction of espionage, sabotage, treason or terrorism, murder, sexual assault, armed assault/robbery, rape, child molestation, drug possession with intent to sell, or drug distribution.

3.1.7.  Name appears on any federal agency’s “watch list” or “hit list” for criminal behavior or terrorist activity.

EXCEPTION:  CBH checks are not required for contractor or employees if they have a current, favorable government personnel security background investigation that is electronically available and verifiable through the Joint Personnel Adjudication System (JPAS).

3.2.  Disqualifying Factor(s) Identified.  If any of the seven disqualifying factors are identified on a CBH check, the subject (i.e., contractor employee) of the CBH check in question will not be allowed access/entry to the installation/location.

4.1.  Conducting Additional Background (e.g., NCIC) Checks.  The Interstate Identification Index (III) System allows for the exchange of criminal history record information and is accessible via the NCIC network.  The (III) System is authorized for employment purposes to conduct name checks on contractor employees who require access/entry to an installation/facility.  These name checks must be followed in all cases with the submission of fingerprints on anyone queried.  Installations will randomly select and conduct an NCIC check on 20% of all contractor and subcontractor employees prior to issuing installation entry identification passes/badges and vehicle passes/decals.  NOTE:  If any of the seven disqualifying factors listed in 3.1. above are identified during a background check, the subject of the check will not be allowed access/entry to the installation and, as appropriate, federal, state, local law enforcement will be notified, if appropriate.

5.1.  Installation Commanders.  Installation commanders will ensure local procedures are established to meet all requirements for CBH and additional background checks.  As a minimum, local procedures will include the following.

5.1.1.  Procedures for processing CBH checks.

5.1.2.  Access/entry procedures for contractor employees to gain access to the badge issuing activity for issue of installation entry identification passes/badges and vehicle passes/decals.

5.1.3.  Procedures for conducting additional background checks.  NOTE:  Procedures will include methodology for randomly identifying 20% of contractor and subcontractor employees who will be subjected to an additional background check (e.g., NCIC check and fingerprinting).

5.1.4.  Procedures for maintaining records/files of CBHs and additional background checks on contractor and subcontractor employees.  NOTE:  Records/files may be maintained in hard copy or electronic copy.  Regardless of the format used, it is very important that all documentation with signatures is maintained.  

5.2.  Publishing Installation Procedures.  Publish local procedures in the installation’s Installation Security Instruction.

6.1.  Installation Contracting Office.  In accordance with AFFARS, installation contracting offices will ensure CBH requirements are incorporated into all new or modified contracts.  In general, contracts will not be modified solely to meet this requirement nor will these requirements be added to existing contracts unless the contract requires modification for other reasons and the contract has more than 6-months remaining life.

6.2.  Information Provided to Contractors by the Contracting Office.  During the contracting process, the contracting office will ensure contractors are aware of the CBH requirements and local installation procedures and access prerequisites.  Contracting offices, through the insertion of a contract clause and during discussions with contractors, will highlight and discuss the following information with contractors: 

6.2.1.  A “Listing of personnel requiring access/entry” is required to identify all personnel requiring entry/access to the installation/location during the performance of the contract.

6.2.2   A CBH is required for each employee and the CBH must, as a minimum, cover the minimum requirements as outlined in Section 3.1 above.

6.2.3.   A consent form is required from each employee and that the consent form authorizes the Government to conduct additional background checks.  As needed, instructions on how to obtain the consent forms will be provided.

6.2.4.  The seven disqualifying factors will be highlighted and it will be emphasized that any employee with one or more disqualifying factors will not be allowed access/entry to the installation/location.

6.2.5.  Location of the installation/location installation entry/badge issuing activity and procedures for gaining access/entry to the installation for the issue of identification passes/badges and vehicle passes/decals.

6.3.  Contracting Office CBH Paperwork Processing.  Upon receipt of (1) the listing of personnel requiring access/entry to the installation for each contract, (2) copies of all CBH checks and (3) signed consent forms, the contracting officer/designee will forward the products to the badge issuing activity.   

7.1.  Contractors.  Contractors will brief affected employees on the requirements outlined in 6.2 above.    Contractors will be responsible for the completion and submission of the “Listing of Personnel Requiring Entry/Access, employee CBHs, and employee consent forms to the contracting officer/designee.  NOTE:  Contractors may obtain the CBH checks on their employees or, pending State laws, may request each individual employee to obtain their own CBH check.

7.1.1.  Contractors will collect the CBH checks from their employees and review them for disqualifying factors.  If disqualifying factors are found, the contractors will inform the employee that they are not eligible for access/entry to the installation/location.  

7.1.2.  Contractors will collect all signed consent forms from their employees.

7.1.3.  Contractors will prepare a “Listing of personnel requiring entry/access to the installation/location.”  This listing must be prepared on company letterhead and contain the contract number, work sites or locations, inclusive dates of the contract (start/stop dates), work schedule identifying days of the week and time periods contractors and employees will be performing work on the installation, and full names and social security numbers.  

7.1.4.Contractors will forward the listing of personnel requiring access/entry to the installation, completed CBH checks, and signed consent forms to the contracting officer/designee for review.

7.1.5.  Contractors are responsible for providing written notification (within 5 days) to the contracting officer/designee of any changes in personnel who require access/entry to the installation.  This includes newly hired or discharged personnel, or personnel identified by the contractor with disqualifying factors after a CBH and additional background checks are completed. 

7.1.6. Contractors are responsible for retrieving government-issued identification passes/badges and vehicle passes/decals from employees who no longer require access/entry to the installation/location (regardless of reason access/entry is no longer required) and returning them to the contracting officer/designee.  Additionally, they are responsible for retrieving identification passes/badges and vehicle passes/decals up the completion of a contract and returning them to the badge issuing.

8.1.  Badge Issuing Activity.  Badge issuing activities are responsible for the following:

8.1.1.  Receiving listing of personnel requiring access/entry to the installation, CBH checks, and signed consent forms from the contracting officer/designee.

8.1.2.  Reviewing the listing of personnel requiring access/entry to the installation/location, CBH checks, and signed consent forms.  NOTE:  If disqualifying factors are found on a CBH check, the badge issuing activity will inform the contracting officer that the individual with the disqualifying factor(s) will not be allowed access/entry to the installation/location.

8.1.3.  Coordinating with the security forces to allow access/entry to all contractor and subcontractor employees when they require access/entry for the issue of identification passes/badges and vehicle passes/decals.

8.1.4.  Verifying the identity of contractor and subcontractor employees using a valid state/federal issued photo identification credential and comparing it to the individual present and the information on the listing of personnel requiring access/entry to the installation/location provided by the contracting officer/designee.  NOTE:  The primary means of verifying identity is a picture ID such as drivers license or state issued ID card.  If an individual doesn’t possess a picture ID, the secondary means of verifying identity is two forms of ID without pictures such as birth certificate, social security card, etc.

8.1.5.  Randomly conducting additional background checks (NCIC and fingerprints) on 20% of contractor personnel prior to issuing identification passes/badges and vehicle passes/decals.  NOTE:  If disqualifying factors are discovered during the additional background check, the individual in question will not be allowed access/entry to the installation/location.

8.1.6.  Entering all contractor employees’ information into the Security Force Management Information System (SFMIS) and issuing identification passes/badges and vehicle passes/decals.  NOTE:  As a result of these procedures, identification badges and vehicle decals will be reissued every 24 months since the CBHs are only valid for 24 months.

8.1.7.  Receiving and destroying employee identification passes/badges and vehicle passes/decals after contract is completed, an individual no longer requires access to the installation/location regardless of reason, or the employee has quit or been discharged by the contractor.  NOTE:  Delete the individual’s data from SFMIS when identification passes/badges and vehicle passes/decals are destroyed.

8.1.8.  Maintaining records/files of CBH and additional background checks on all contractor and subcontractor employees.  NOTE:  Records/files may be maintained in hard copy or electronic copy.  Regardless of the format used, it is very important that all documentation with signatures is maintained.


